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uffice it to say, cybersecurity has been a hot
S topic in the mutual fund industry during the

past year. Fund advisers and boards of trust-
ees have awoken to the information technology
(IT), data security and privacy risks faced by their
funds; countless industry conferences and semi-
nars have offered education on cybersecurity issues,
including the haunting specter of state-sponsored
attacks;" and the Office of Compliance Inspections
and Examinations (OCIE) at the Securities and
Exchange Commission (the SEC) has embarked on
a mission to assess cybersecurity preparedness and
threats in the securities industry by announcing
examinations of more than 50 investment advisers
and broker/dealers.? While this earnest focus on the
IT-related risks of the modern securities marketplace
is certain to benefit mutual funds and their share-
holders, the question of who should foot the bill for
fund losses caused by cybersecurity failures remains
unanswered. This article first discusses the current
liability landscape and steps that fund boards should
take to understand their funds’ potential liability in
the current cyberthreat environment. It then sug-
gests the types of contractual undertakings fund
boards might negotiate with their service providers
to clearly apportion risk. Finally, the article outlines
the current options for and issues with obtaining
insurance to cover gaps. Each of these steps is impor-
tant to ensure that funds and their shareholders are

protected from cybersecurity losses to the greatest
extent possible.

Liability and Threat Landscape

1. Liability for IT Related Losses

The issue of liability for financial losses caused
by cyberattacks is of particular importance to mutual
funds and their primary service providers® whose I'T
systems may afford direct access to fund assets and
are thus particularly susceptible to being targeted
by internal and external bad actors.* The IT systems
of asset managers and their service providers also
house a myriad of sensitive data — including, among
other things, fund portfolio holdings and trade data,
proprietary research and in some cases personal
identifiable information (PII) — all of which, if com-
promised, could expose funds and their advisers to
losses from business interruption as well as civil liti-
gation,” liability for violations of the federal securi-
ties laws,® violation of state privacy laws” and almost
incalculable reputational harm. In addition, cyberat-
tacks carry their own costs, in the form of expenses
incurred to investigate, identify and repair damages
to a firm’s I'T systems and data files.®

Funds and their sharcholders may be protected
from cyberlosses to a certain extent under their exist-
ing contracts with primary service providers. These
contracts may indirectly address liability for fund
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losses arising from IT system failures by imposing
a general negligence or gross negligence standard of
care on the service provider in the performance of its
duties. But it is unlikely that any of a fund group’s
investment advisory, administration, distribution,
transfer agency, custodian or, as applicable, securi-
ties lending, agreements directly address IT systems
or contemplate liability for the potentially signifi-
cant losses that a cyberattack could cause. Indeed,
standard agreements are unlikely to even mention
the operation and maintenance of the service pro-
viders’ IT systems or the protection of digital data.
Nonetheless, because the operation of IT systems
and digital data underlie the performance of nearly
all of the functions enumerated in fund service
provider contracts, it seems likely that liability for
cyberlosses is covered by the standard of care pro-
vided in the agreements. This seems a straightfor-
ward resolution of the more garden variety issues,
such as systems going down or technology glitches,
that the industry has dealt with for as long as it has
relied on computers.

But what happens when, despite the reason-
able best efforts of a service provider to impose
industry standard or even “best-in-class” cyberse-
curity defenses, sophisticated intruders successfully
access and misappropriate fund assets or confi-
dential information? This is a real concern that
fund boards and advisers must consider because,
as recent attacks make clear,® even with a state of
the art I'T/data security program, a fund service
provider might not even be aware that its cyber-
security perimeters have been penetrated. Indeed,
losses arising from a successful cybersecurity attack
are not likely to be the result of negligence on the
part of the funds’ adviser or other service provider,
and since under most service provider agreements,
liability is shifted to service providers only for fund
losses arising from the service provider’s negligence
or gross negligence, the question of “who pays?”
for fund losses arising from attacks on service pro-
vider networks (and those of their vendors) looms

large.
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Traditionally, the operations of a mutual fund
complex have entailed relatively low risk. The net
asset value (NAV) of shares is set daily and is based
on the value of the assets held by the fund, which are
typically liquid. The assets themselves are required
to be held by a custodian bank, subject to a vari-
ety of specific regulations intended to safeguard the
assets. Transactions in shares are performed through
transfer agents registered with the SEC. Other than
board members and perhaps a chief compliance offi-
cer, the fund itself has no employees. The greatest
risk has been thought to arise from the occasional
defalcation of funds and there are very few cases
(with the obvious exception of the market timing
cases)' in which funds have experienced significant
losses. Existing service provider contracts and their
liability standards work well in this low risk environ-
ment. Advisers and other service providers assume
relatively little risk, because the risks themselves are
perceived as low.

At the same time, while investors have under-
stood that they assumed market risk (and all of the
related investment risks that are detailed in fund
prospectuses), the general assumption has been that
investors assume very little operational risk. This is
a function of the fiduciary and contractual duties of
care, industry usage, and the heretofore low risk of
any significant operational loss. Thus, for example,
while an investor accepts the risk that the NAV of
a fund may decrease, the investor typically does not
accept, or expect to pay for, such things as trad-
ing errors, NAV errors (other than in a de minimis
amount) or employee theft." This is an important
consideration in approaching cybersecurity risks.
Failures of IT systems and resulting damages are
operational, not market risks. Were a fund to expe-
rience a substantial loss related to IT failures, the
industry’s traditional approach suggests that the cost
would not be passed on to shareholders; indeed,
it seems highly unlikely that the SEC Staft would
countenance such an approach.

This creates an interesting conundrum, or “lia-

bility hole.” In the end, liability can be absorbed by



either the fund’s assets or the balance sheet of the
service provider (less insurance, as described below).
Since a major cyberloss is most likely to arise in a
situation in which the service provider has not been
negligent, the service provider would arguably not
be liable. At the same time, it seems difficult to
argue that fund assets would or should be applied
to cover losses that are fundamentally operational
in nature.” A second issue to consider is that some
statutes impose strict liability—for example, under
certain state statutes, any loss of PII, regardless of
negligence, results in liability to the firm holding
the PII and may result in the assessment of fines
as high as $1,000 per record compromised.” If the
service provider is only liable for its negligence, and
the contract provides an indemnification, the strict
contractual analysis might result in fund assets being
applied to pay applicable fines.

As discussed below, given this uncertainty, fund
boards may wish to engage in discussions with their
service providers to consider adjustment of contrac-
tual duties of care with respect to cyberlosses and
seek to obtain appropriate insurance to cover any
gaps. Many advisers have already assumed that they
might bear the responsibility for cyberlosses, and
they too would be well served by clarifying contrac-
tual liabilities and obtaining sufficient insurance.
Without clear contractual assignment of risk and
appropriate insurance coverage, an adviser’s own bal-
ance sheet may be the only available source of fund-
ing for losses resulting from a significant data breach
or IT network failure. Experience in other industries
and with particular issuers who have faced complex
questions of liability while in the midst of handling
a major cybersecurity breach confirms that an ounce
of prevention is worth a pound of cure.

2. Threats to IT Networks

As recently publicized breaches illustrate, the
IT-threat landscape is extraordinarily dynamic, and
fund service provider networks are vulnerable to
both intentional attacks and security bugs/viruses
introduced into their networks inadvertently. One
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veteran mutual fund chief information security ofhi-
cer has explained that the cyberthreat landscape var-
ies from week to week depending on “what the other
side of the fence is trying to do. Everything that’s old
is new again, everything from phishing and drive-
by downloads and malware and advanced persistent
threats to the standard rap-rap-rap knocking on the
door of vulnerabilities like Bash, which has been
out there for 26 years, and before that Heartbleed.
There are a lot of different avenues we have to be on
top of, as well as setting our road map in response
to where we think it’s going to go.”™ Indeed, the
National Institute of Standards and Technology (the
NIST) has acknowledged that risk management in
the cybersphere entails “the ongoing process of iden-
tifying, assessing, and responding to risk. To manage
risk, organizations should understand the likelihood
that an event will occur and the resulting impact.”™
The SEC has also suggested that fund boards should
approach the I'T-related risks of theft of fund assets,
privacy/data security breaches, service breakdowns,
and resulting regulatory violations as an ever-
evolving, ongoing governance matter that must be
managed and mitigated, and that mere compliance
policies and procedures, while important, may be
insufficient.” Putting in place contractual provi-
sions and insurance coverage is an important way
that fund boards can follow the SEC’s guidance
and move beyond risk assessment to actual risk
management.

At the outset, it is important for fund boards
and service providers to understand the risks they
face, what their contracts say and the limits of their
existing insurance coverages. Once these have been
thoroughly mapped out, the parties can determine
how to apportion risk and obtain insurance cover-
age, to the extent available. Towards this end, fund
boards should first work to “map their data” by seek-
ing to understand how the I'T network that supports
their funds’ operations works and where critical data
is located (both within the network environment and
outside the network, to the extent housed through
third-party vendors/sub-vendors). To conduct this
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due diligence, fund boards should ask, along with

any other questions they deem relevant:

Data Systems

What fund information” flows through the net-
work, and where is it collected and stored on the
network?

Who has control and operation of the network
that supports fund operations? (Note that many
IT systems are complex-wide and may not be
under the unique control of a particular service
provider within the complex.)

What are the ultimate end points of the funds’
digital data flow (that is, with whom is fund
information shared, including with vendors),
and how and why is fund information used at
the various end points of the data flow?

How many third parties have access to fund
assets and/or data?

Who is responsible for evaluating and oversee-
ing, at the network level, the network envi-
ronment and vetting or selecting the vendors/
sub-vendors (including custodians and sub-
transfer agents) and others who may gain access
to fund assets and/or information?

What is the process for ensuring that vendor/
sub-vendor due diligence risk assessments and
ongoing monitoring take into account specific
business units’ particular circumstances and
usage of vendors and sub-vendors?

What level of risk has been assigned to the
vendors/sub-vendors that are most vital to fund
operations? What criteria is applied to assign
risk levels?

Are there vendors/sub-vendors with access to
the network that represent exceptions to the
general security standards and policies applica-
ble to the network, and if so, what procedures
are in place to address the risks posed by those
vendors/sub-vendors?

How are patches, updates and antivirus protec-
tions managed?

How is access to the network controlled?
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m  How are cybersecurity risks identified, and by
whom?

m  Who is responsible for responding to cybersecu-
rity incidents/crises, and what procedures are in
place for such responses?

m  How frequently are independent cybersecurity
audits and penetration tests conducted and
what are the recent results? Do the service pro-
viders and vendors/sub-vendors regularly pro-
vide SSAE16 reports and related SOC1, SOC2,
or SOC3 reports?™

®  How do employee hiring, training and termina-
tion policies safeguard fund assets and data?

m  How are physical facilities secured?

Contractual Provisions

m  What protection from cybersecurity liability, if
any, is available under existing service provider
contracts?

Insurance Coverage and Other Sources
Available to Cover Cybersecurity Losses

B What cybersecurity coverage is there, if any,
under fund fidelity bond and E&O/D&O
insurance policies and/or under service provider
insurance policies, and how do these policies
interact together, if at all, with respect to fund
IT/data security matters?

m  What is the financial condition of the adviser
and its parent company, and to what extent
could the balance sheet of these entities cover
cataclysmic fund losses arising from a cyberse-
curity breach, including the theft of fund assets?

m  Whatis the cybersecurity risk tolerance and pos-
ture of the board and of the funds’ adviser and
other primary service providers?

The answers to these questions will likely be
complex, and it may take substantial time and effort
for a board to ferret out all of the risks particular to
its funds and the IT system(s) administered by their
primary service providers. However, this due dili-
gence is an essential inquiry to allow a fund board to



effectively work with counsel to negotiate the terms
of cybersecurity liability agreements and insurance
policies and to be sure that contractual provisions
and coverage obtained complement actual service
provider IT/data security programs. It may also
provide important evidence that the fund board
has engaged in appropriate oversight. Further, the
answers to these questions may be central to the pro-
cess of obtaining cybersecurity insurance coverage.'
Insurance companies typically “scrutinize an orga-
nization’s network security, privacy policies, pass-
word protection, intrusion detection, vulnerability
scanning and incident response procedures.”?® Thus
the underwriting process itself will likely help fund
boards and advisers identify hidden holes in their
cybersecurity protection and render the “firm better
prepared to deal with a cybersecurity incident.””

Consideration of Contractual
Provisions to Apportion Liability
for Cyberlosses

The typical mutual fund family has different

contracts with each of its primary service provid-
ers, some or all of whom may be affiliated, which
typically apply a negligence or gross negligence stan-
dard to performance of the duties described in the
contract.

As noted above, the negligence or gross negli-
gence standard seems sufficient to deal with “busi-
ness as usual” I'T matters. However, fund boards and
service providers should consider whether to enter
into separate agreements or understandings covering
liability for significant cybersecurity failures or data
breaches where the negligence or gross negligence
standards may be inadequate. Depending on the
affiliation of a fund group’s primary service providers
and other factors, it may be most efficient for a fund
board to seek to incorporate I'T/data security protec-
tions into each of the funds’ existing primary service
provider contracts, or it may be more appropriate for
the board to seek to enter into a stand-alone agree-
ment or side letter with each service provider, or in
the case of afhliated entities, their parent company,

VOL. 21, NO. 12 - DECEMBER 2014 5

that delineates responsibility and liability for cyber-
security issues.

Each fund group’s cybersecurity contract
should, of course, be tailored to its operations and
other unique circumstances. However, fund boards
generally may wish to consider contractual provi-
sions that:

m  identify and assign ownership of all digital data
and information stored on the service provider
networks(s);

m  establish that service providers have a duty to
protect all digital data and information belong-
ing to the funds;

m  describe the circumstances under which service
providers may collect, store, access, use, process,
maintain and disclose fund information and
ensure that this is consistent with policies on
portfolio holding disclosure, codes of ethics and
fund privacy policies;

B require service providers to develop, implement
and continuously monitor and update industry-
standard? physical and technical safeguards, an
industry-standard written I'T/data security pro-
gram,”® and an industry-standard network secu-
rity program;**

®m  make clear that each fund service provider is
fully responsible for the acts and omissions of
its employees and agents as well as the acts and
omissions of any vendors/sub-vendors or other
third party it may engage, regardless of whether
or not the fund service provider was aware of, or
negligent or otherwise culpable with respect to,
the matter in question;

m  detail the level and methodology of due dili-
gence that each service provider must con-
duct with respect to vendors/sub-vendors and
other third parties that may be given access to
information/data belonging to the funds, and,
as appropriate, require that contracts entered
into by service providers with third parties
include controls and other safeguards against
the unauthorized access to and use of fund
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digital data and information that are at least
as stringent as those applicable to the service
provider;

m require each service provider to immediately
provide notice to the funds of any unauthorized
access to fund digital data and information and
of any actual, probable or reasonably suspected
breach of the network, and to promptly inves-
tigate and remediate any actual breach of the
network;

m  call for each service provider to arrange for and
submit to the funds on an annual, or more fre-
quent if appropriate, basis audit reports prepared
by a qualified, independent third party regard-
ing the service provider’s overall I'T/data security
program, including a SSAE16 or higher;

m  mandate that each service provider will (i)
through a qualified, independent third party
conduct cyber and physical perimeter testing at
least annually, and more frequently as circum-
stances may require, and (ii) timely provide the
results of such testing to the funds in a report
that, at a minimum: identifies any material secu-
rity gaps, vulnerabilities or other weaknesses;
describes the nature of such IT/data security
exposure; and certifies in writing how the service
provider has corrected the shortcoming(s);

m  provide that, in the event a cyberattack or
other IT security incident requires the funds to
provide notice of the breach to any foreign or
domestic governmental entity or other author-
ity, each service provider, at its own expense, will
prepare and deliver such notice on behalf of the
funds; and

m  indemnify the funds and their officers, direc-
tors, employees and agents against #// liabilities
(including, but not necessarily limited to, dis-
bursements, claims, losses, damages, penalties,
actions, suits, judgments and liabilities®) aris-
ing directly or indirectly from any unauthorized
access to or acquisition, use, loss, destruction,
compromise, modification, or disclosure of
any of the funds’ digital data or information,
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including, but not limited to, PII, or inter-
ruption or disruption of the ability of a service
provider to perform contracted for services,
including the processing of redemptions and
valuation of fund shares.

Fund boards should also keep in mind that
because cybersecurity threats are almost constantly
evolving, even with the most advanced I'T/data secu-
rity program currently available, service providers
cannot foresee or prevent all of the cybersecurity risks
faced by funds. As the authors of the Department
of Homeland Security (DHS) Cybersecurity
Framework concede, even their “comprehensive set
of standards may not protect against sophisticated
threats, such as those from nation-states and orga-
nized crime. This is the difference between com-
pliance and security, and closing this gap requires

action by boards and executives.”?®

The Case for Cybersecurity
Insurance

The current insurance coverage status quo for
the majority of mutual funds includes fidelity bond
and D&O/E&O insurance policies. A fund group’s
fidelity bond, which is required by Rule 17g-1 under
the 1940 Act, could potentially cover losses related
to theft or other bad acts of a fund employee or offi-
cer perpetrated through a service provider’s network,
but typically would not extend to criminal or other
acts of third parties. Moreover, under Rule 17g-1,
the required coverage amounts would be woefully
inadequate to cover any significant cyberloss. A fund
groups D&O/E&O insurance is designed primarily
to protect the funds’ directors and officers, and pro-
vides only very limited coverage to the funds them-
selves. It is also relatively rare for a fund group to
have a separate cybersecurity insurance policy, and
fund service providers existing insurance policies
may not specifically address IT-related losses. Even
when advisers and other fund service providers, and/
or their parent companies, carry insurance that con-
templates IT-related losses, it is not always the case



that the funds are named as “additional insureds” or
covered as clients of the service provider. This situa-
tion poses the glaring question of what will happen
in the event of catastrophic harm to a fund group
due to an IT/data security breach? As noted above,
cybersecurity attacks are not likely to be the result of
negligence on the part of the funds’ adviser or other
service provider, and efforts to shift liability through
contract may meet with varying success. Insurance
may be needed to fill the gap.

The current dearth of mutual fund cybersecu-
rity insurance coverage, coupled with the fact that
the SEC is unlikely to allow funds and their share-
holders to absorb losses arising from the operation
of a service provider’s IT infrastructure (which may
include third-party vendor and sub-vendor IT sys-
tems), suggests that the balance sheet of a fund
group’s adviser and/or its parent company is the
ultimate backstop against a cataclysmic cyberattack.
This may not unnerve fund boards whose adviser
and other service providers have deep pockets. But
for many fund groups, the overall financial health
of the adviser organization is not necessarily strong
enough to weather substantial fund I'T-related losses.
There are currently billions of dollars in U.S. mutual
fund assets that are susceptible to cyberattacks, but
not insured against them. By seeking to obtain
cybersecurity insurance coverage for a fund group
and/or by insisting that the funds be included as
named insureds, if possible, under service provider
cybersecurity coverage, fund boards may be able to
significantly reduce the risk of disastrous losses to
shareholders.

Obtaining cybersecurity insurance can also
yield funds and their service providers certain col-
lateral benefits. The SEC has asked firms to disclose
any relevant I'T/data security related insurance since
2011.%" Highlighting the existence of such coverage
in fund registration statements, shareholder reports,
and other materials would both satisfy the SEC and
potentially ease security/privacy concerns of existing
shareholders and potential investors. Indeed, indus-
try commentators have observed that maintaining
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“a robust cyberrisk management program will not
only help ensure efficient operations, but will also
play a role in crossing cybersecurity thresholds estab-
lished by customers that would otherwise serve as a
barrier to entry.”?®

Types of Cybersecurity Insurance. Generally speak-
ing, first-party and third-party liability cybersecurity
coverage are available in the current marketplace.
First-party cybersecurity insurance covers losses
incurred by the insured, for example a fund group’s
costs associated with: lost income and opportunities
resulting from an acute or sustained network breach;
destruction of critical infrastructure (hardware, soft-
ware and other IT property); restoration of regular
business and security operations following a DDoS
attack or other network security breach or interrup-
tion; legal, forensic, shareholder notification, crisis
management and reputation repair services; cyber-
extortion; and, potentially, theft of assets. First-party
cyberinsurance can also cover contingent business
interruption expenses when a cyberattack is directed
against a third party involved in the insured’s service
chain.?® Third-party cybersecurity insurance covers
losses to third-parties for which the insured is lia-
ble, for example a fund group’s costs associated with
(i) regulatory investigations, actions and fines and
(ii) civil class actions and other litigation brought by
third parties against the funds alleging a violation
of securities laws (particularly those relating to dis-
closure), breach of privacy, violation of privacy laws,
or breaches of obligations to protect investors” con-
fidential information, including any resulting judg-
ments, awards or settlements.

It might be appropriate for a fund group to
obtain both first and third party insurance closely
aligned with its specific network environment and
risks. Or, if the fund group’s cybersecurity risks are
particularly low, or risk tolerance is particularly
high, a fund board might opt to obtain cyberse-
curity insurance that covers only PII or only the
most sensitive and/or crucial fund trading data
exposed through service providers' IT networks.
Fund boards may also wish to assess whether their
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existing D&O/E&O coverage would apply in cases
involving inadequacy of disclosure or regulatory
investigation. Spreading coverage for potential fund
IT-related losses across multiple policies held by
fund service providers, under which the funds are
named insureds, could also be an attractive option
to fund boards and service providers. In fact, reports
suggest that this might be the most feasible approach
for large fund complexes. Currently, the most cov-
erage a company can hope to acquire, using mul-
tiple underwriters, is about $500 million, which is
significantly less than the billions of dollars” worth
of coverage available in other areas, for example,
property insurance. Whatever form a fund group’s
cybersecurity coverage takes, boards would be wise
to make sure that it relates not only to primary ser-
vice providers, but also to any vendors/sub-vendors
and other third-party networks with access to fund
assets and/or data.

Potential Barriers to Cybersecurity Insurance.
Fund boards should also be aware of certain poten-
tial obstacles to obtaining cybersecurity insurance.
Most importantly, current offerings are limited. It is
also generally difficult to determine the proper cov-
erage amount for a company’s cybersecurity policy
because, outside of the funds’ level of assets under
management, limited information exists regarding
the potential scale of loss. One way to estimate the
proper coverage amount is to look at the losses and
expenses borne by peers and other companies who
have had breaches, but at this point in time, such data
for the mutual fund industry is lacking. Additionally,
it can be extremely challenging to accurately value
the damages a fund group might experience as the
result of a cybersecurity incident, which include
reputational harm, lost opportunities, and liability
for public dissemination of private information;
as a result cybersecurity premiums are likely to be
high.3° As an industry observer points out, “the main
problem is quantifying losses from attacks, because
they are often intangible — lost sales or damage to a
brand name, like the public relations disaster Target
suffered after the breach of its point-of-sale systems
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late last year. At the same time, underwriters lack the
data they need to figure out how likely it is that an
attack will occur, or what it will cost. This is because
most breaches go unnoticed or are never publicly
reported. Information on past attacks is not par-
ticularly helpful because attackers are always getting
more advanced, and the risk is increasing as compa-
nies put their most valuable data online.”*’

Beginning in October 2012, the DHS’s National
Protection and Programs Directorate (the NPPD)
held a series of insurance industry workshops “to
examine the current state of the cybersecurity insur-
ance market and how to best advance its capacity
to incentivize better cyberrisk management.”®? These
workshops focused on the challenges involved in
the current first-party cybersecurity market, and
identified “lack of actuarial data and consequence-
oriented analytics” as significant “obstacles to market
growth,” along with “the overarching need for infra-
structure owners to build effective cyberrisk cultures
as a prerequisite to expanding coverage.”*?

In the report that resulted from these work-
shops, the NPPD explained that “the first-party
cybersecurity insurance market is a nascent one, par-
ticularly when it comes to coverage for cyber-related
critical infrastructure loss. Carriers cited several
reasons for their limited offerings in this area, chief
among them being: a lack of actuarial data; aggre-
gation concerns; and the unknowable nature of all
potential cyberthreat vectors. Based on input from
event participants and on its own research, however,
NPPD identified three areas where it appeared prog-
ress could lead to more robust first-party coverage —
not only for economic and intangible harms such as
lost profits arising from “out of service” critical infra-
structure, but also tangible harms involving damage
to and/or the destruction of that infrastructure.”*
These areas include: (i) “the creation of an anony-
mized cyberincident data repository,” which could
“spur the development of broadly accessible cyber-
risk actuarial data needed to advance the cybersecu-
rity insurance market more comprehensively” and
also allow firms to “benchmark their organizations’



current cyberrisk management performance against
their peers;” (ii) “enhanced cyberincident conse-
quence analytics,” which could help underwriters
“better understand the value of critical infrastruc-
ture and who might pay a premium to restore it”
and also assist firms in developing “parallel tools that
help determine both the likelihood and the probable
consequences of a cyberincident to [their] particular
organization;” and (iii) “enterprise risk management
evangelization” that folds cybersecurity risks into a
firm’s overall ongoing risk management strategy.
Future Outlook for the Cybersecurity Industry.
Despite its growing pains, the market for cyberse-
curity insurance appears to be a quickly growing
segment of the insurance industry. “Specialized
policies to protect against online attacks are offered
by about 50 carriers, including big names like
the American International Group, Chubb, and
Ace. As data breaches have become a reality of the
business world, more companies are buying poli-
cies; demand increased 21 percent [from 2011 to
2012].7%¢ Another major provider is Beazley. The
Ponemon Institute reports that roughly 30 percent
of US companies currently have some sort of cyber-
security insurance policy, and an additional 10 per-
cent plan to purchase cybersecurity coverage in the
near future.’” And, as Bloomberg News reports, the
head of cybercoverage at Aegis London, which sells
policies through Lloyd’s of London, sees “cyberin-
surance as a once-in-a-generation opportunity that
is set for growth.”® Based on statements made at the
March 2014 annual Investment Company Institute
(ICI) Mutual Funds and Investment Management
Conference and elsewhere, it is also expected that
ICI Mutual Insurance Company, which offers insur-
ance tailored to the needs of the mutual fund indus-
try, is exploring options for cybersecurity insurance.
Those who closely monitor the insurance and
securities industries have found that “as boards of
directors have become increasingly concerned about
exposure to cybersecurity risks, cyberinsurance is
becoming more prevalent, especially among financial
firms. Just like flood, fire, and auto insurance, the
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idea behind cyber-insurance is to mitigate the risk
and cost of a cybersecurity incident.”*® Experienced
information security officers suggest that the diffi-
culties associated with estimating cybersecurity costs
may not be as pronounced in the mutual fund indus-
try as in other industries.*® And, as representatives
of the mutual fund insurance industry indicated at
the March 2014 ICI Conference, it is expected that
available actuarial data will increase, and premiums
will decrease, as more and more asset management
firms seek out cybersecurity insurance policies.

Fund boards should stay abreast of developments
in the cybersecurity insurance marketplace in the
long term, and seek to obtain the best possible cov-
erage for their funds in the short term. Depending
on the terms and coverage currently available to a
fund group and its primary service providers, fund
boards should revisit fund cybersecurity insurance
on at least an annual basis.

Conclusion

Internet-based  technology has introduced
incredible efliciencies, but also significant security
risks, to the mutual fund and broader financial ser-
vices industry. The appropriate allocation of liability
for mutual fund losses attributable to cybersecurity
risks is a complicated subject for which industry
best practices have not yet been fully established.
However, fund boards can and should be proac-
tive in working to establish the parameters of fund
liability for cyberattacks and other IT-related losses.
Assessment of what these bounds should be entails
risk-focused due diligence that takes into account
the service provider (and third-party vendor/sub-
vendor) network(s) through which fund assets and
data may become vulnerable, as well as all protective
network controls in place.

The allocation of cybersecurity risk away from
mutual funds and toward their service providers is
appropriate for a number of reasons. It is unlikely
that the SEC and other regulators would toler-
ate funds and their shareholders bearing the brunt
of losses related to failure of a service provider’s I'T
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security program, even if such failure was not the
result of negligence on the part of the service pro-
vider. Fund service providers are responsible for
building and administering their networks and
related security programs and for vetting and grant-
ing network access to vendors/sub-vendors and other
third parties. While fund boards certainly play a key
role in overseeing risks posed to fund groups by ser-
vice providers’ networks, funds do not control these
systems and, in many cases, cannot even gain a fully
transparent view of them. Funds thus cannot reason-
ably be expected to assume liability for losses associ-
ated with the operation of service provider networks.

Boards can seek to transfer the cybersecurity risk
exposure inherent in modern mutual fund opera-
tions by contracting with primary service provid-
ers and obtaining cybersecurity insurance coverage.
This is a likely difficult, but potentially vital, step for
boards to take given the serious harm that cybersecu-
rity breaches can cause. In considering these issues,
fund boards should heed the summary of cybersecu-
rity risks presented by the DHS: “similar to finan-
cial and reputational risk, cybersecurity risk affects
a company’s bottom line. It can drive up costs and
impact revenue. It can harm an organization’s ability
to innovate and to gain and maintain customers.”
Given the imperative nature of managing this risk,
fund boards should act promptly to begin discus-
sions on liability with their funds service providers.

Ms. Williamson is Counsel, and Ms. Moynihan
is a partner, in the Washington, DC office of
Perkins Coie LLP. They would like to acknowl-
edge their appreciation for the assistance of
Selena J. Linde and Todd M. Hinnen, partners
at Perkins Coie LLP, in the preparation of this
article, although the views expressed are those of

the authors.
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folio holdings, financial condition, trading strate-

gies and pending transactions, (ii) other proprietary

Copyright © 2014 by CCH Incorporated. All Rights Reserved.



12

20

21

THE INVESTMENT LAWYER

information regarding the fund’s business operations,
and (iii) personal information regarding prospective
and existing fund shareholders and employees, which
may include, among other items, names, social secu-
rity and tax identification numbers, credit card and
other account numbers, identifying credit history
and demographic data.

Statement on Standards for Attestation Engagements
No. 16 (SSAE16) and Service Organizational Control
1 (SOC1) reports cover a service provider’s internal
controls, including IT-related controls, relevant to
financial reporting. Service Organizational Control
2 (SOC2) and Service Organizational Control 3
(SOC3) reports address a service provider’s internal
controls, including IT-related controls, relevant to
compliance and operational matters, including secu-
rity, availability, processing integrity, confidentiality
and privacy. Independent accounting firms typically
conduct SSAE16, SOC1, SOC2 and SOC3 audits
and prepare the resulting reports for mutual fund
groups. All SOC reports follow the Trust Principles
of the American Institute of Certified Public
Accountants (the AICPA). SSAEL6 reports follow
Audit and Attest Standard No. 801 of the AICPA.
Sample questions may include: whether the firm has
had any computer or information security incidents
during the past several years; whether the firm or
its operational systems have been the subject of tar-
geted computer security threats; the average time to
discover such computer security incidents; whether
the firm has a published information security policy
and senior employees directly charged with infor-
mation security; and whether the firm follows any
formal information risk management frameworks or
standards or holds applicable information security
certifications.

Matt Egan, “Companies Turn to Cyber Insurance
as Hacker Threats Mount,” FOXBusiness (Mar. 20,
2014), available at www. foxbusiness.com/technology/
2014/03/20/companies-turn-to-cyber-insurance-as-
hacker-threat-mounts/.

John Reed Stark, “Cybersecurity and Financial
Firms: Bracing for the Regulatory Onslaught,” 46

Copyright © 2014 by CCH Incorporated. All Rights Reserved.

22

23

24

Sec. Reg. & Law Rep. 770, reprinted in Bloomberg
BNA Sec. Reg. & Law Rep. (Apr. 21, 2014).

Such standards include, but may not be limited
to, those developed by the NIST, the International
Organization for Standardization, the Center for
Internet Security and the SANS Institute.

At a minimum, the written I'T/data security program
should establish policies and procedures designed to
ensure physical security of network hardware, pre-
vent bad actors from being hired as employees, train
employees with respect to IT/data security expecta-
tions and ensure that employees who exhibit chronic
and/or material failure to comply with the security
program will be terminated.

At a minimum, the network security program
should incorporate appropriate disaster recovery/
business continuity plans and provide for, among
any other appropriate measures: encryption pro-
tocols covering all fund data flowing through the
network; regular network risk assessments; contin-
uous updating of risk management plans; monitor-
ing for unauthorized and otherwise aberrant access
to the network and fund data housed therein;
maintenance of recording and logging systems for
the originating address, user identifier and date
and time of all successful and unsuccessful logon
attempts to the network; information barriers and/
or other segmenting systems that limit access to
fund data on a “need to know” basis; multi-factor
authentication for network and application user
access, and controls to avert both unauthorized
escalation of user privileges and lateral movement
among network resources; regular inventorying of
hardware and software with permitted access to
the network; enforcement and regular updating
of security and policies regarding mobile devices,
including that passwords must be technically strong
and changed regularly; processes that prevent users
from impermissibly altering network hardware and
software; central management and deployment of
software updates/patches and anti-virus programs
on all registered equipment and devices; protec-

tions against distributed denial of service (DDoS)



25

26

27

28

29

30

attacks; regular testing and auditing of all cyberse-
curity controls; and corrective action and incident
response/escalation plans.

Such liabilities may include, without limitation,
attorneys  fees, identity protection and/or credit
insurance for affected shareholders, and any other
services that may be necessary for the funds to com-
ply with applicable laws and/or regulatory actions,
prevent injury to shareholders, and avoid all com-
mercial, reputational, and legal risk.
PricewaterhouseCoopers LLC, “Answering Your
Cybersecurity Questions: The Need for Continued
Action” (Jan. 2014), available at www.pwe.com/
en_US/us/increasing-it - effectiveness/publications/assets/
answering-your-cybersecurity-questions.pdf.

“CF Disclosure Guidance: Topic 2, Cybersecurity”
(SEC Division of Corporation Finance), Oct. 12,
2011,
guidance/cfguidance-topic2.htm (providing interpre-

available at  www.sec.gov/divisions/corpfin/
tive guidance about disclosures related to material
cybersecurity matters, including “relevant insurance
coverage”); and OCIE, supra n.2 (explaining that
registered investment advisers and broker/dealers
should be prepared to provide OCIE with informa-
tion regarding whether the firm maintains “insurance
that specifically covers losses and expenses attribut-
able to cybersecurity incidents,” and if so, the nature
of the coverage and “whether the firm has filed any
claims, as well as the nature of the resolution of those
claims”).

Brian E. Finch, “CIOs Spur Revenue Generation
Through Smart Cybersecurity,” Wall St. J., Sept. 11,
2014, available at hup://blogs.wsj.com/cio/l2014/09/11/
clos-spur-revenue-generation-through-smart-cybersecurity.
For example, a third party vendor may manage or
host critical applications for a fund. In the event
that the vendor experiences a malicious cyberattack
(hacker, virus, rogue employee, etc.) the subsequent
disruption could cause the fund to lose income if it
is unable to access a critical application and conduct
business.

Nicole Perloth & Elizabeth A. Harris, “Cyberattack

Insurance a Challenge for Business,” N.Y. Times,

31

32

33

34

35

36

37

38

39

40

VOL. 21, NO. 12 - DECEMBER 2014 13

June 8, 2014 (citing The Ponemon Institute’s May
2013 “Cost of Data Breach Study: Global Analysis 1,
5,” which estimated that the cost of a data breach
in 2013 was $188 per compromised record). See also
Egan, supra n.20 (explaining that cybersecurity insur-
ance premiums can vary significantly, from $2,000 to
more than $50,000 per $1 million).

Id.

www.dbs.govlpublication/cybersecurity-insurance.

1d.

DHS NPPD, ‘Insurance Industry Working Session
Cyber-Related
Ciritical Infrastructure Loss” (July 2014), available
at www.dps.govisites/defaultlfiles/publications/uly %20
2014%20Insurance%20Industry %20 Working%20
Session_1.pdf.

Readout Report, Insurance for

1d.
Perloth & Harris, supra n.30.
Christopher M.  Matthews,  “Cybersecurity

Insurance Picks Up Steam, Study Finds,” Wall
St. ], Aug, 7, 2013, available at hup://blogs.wsj.
com/riskandcompliance/2013/08/07/cybersecurity-
insurance-picks-up-steam-study-finds.

Noah Buhayar, ¢ al, ‘JPMorgan’s Data Breach
Reveals Growth Market for Insurers,” Bloomberg, Oct.
9, 2014, available at www. bloomberg.com/news/2014-
10-09/jpmorgan-s-data-breach-reveals-growth-
market-for-insurers. html.

Stark, supra n.21.

Crosman supra n.14, quoting the Chief Information
Security Officer of Pioneer Investments: “Every good
chief security officer and every risk manager worth
his salt will understand completely what constitutes
an annualized loss expectancy [for a mutual fund
group]. Thats just a ballpark estimate based on past
events, based on landscape, based on what’s happen-
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cybersecurity insurance, you can take the worst-case
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